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1 Service Overview

Service Overview

1.1 What Is Config?

Description

Architecture

Config allows you to search for, record, and continuously evaluate your resource
configurations to make sure that your resources are in expected status.

NOTICE

To get full functionality of Config, you need to enable the resource recorder. If the
resource recorder is disabled, you may fail to update your resource data, create
and use rules, or to aggregate resource data.

Config provides you with resource information, such as resource inventory, details,

relationships, and change records. It stores your resource data every 24 hours and

notifications of your resource changes every 6 hours. It will also notify you when a
change is made to your resources. In addition, it enables you to use Config rules to
evaluate your resources.

e Viewing resource details: You can set multiple search options to query your
resources on Config console.

e Viewing resource relationships: You can view relationships between
resources on Config console.

e Viewing resource change records: You can enable and configure the
resource recorder to continuously monitor resource changes.

e Sending notifications: Config will notify you when a change is made to your
resources after you have enabled the resource recorder and configured a
Simple Message Notification (SMN) topic.

e Storing resource change notifications: Config will store your resource
change notifications every 6 hours after you have enabled the resource
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Access Methods

You

recorder and configured an SMN topic and an Object Storage Bucket (OBS)
bucket.

Storing resource snapshots: Config will store your resource snapshots into
the specified OBS bucket every 24 hours after you have enabled the resource
recorder and configured an OBS bucket.

Evaluating resource compliance: Config evaluates your resources using rules
to check whether they are compliant or not.

Advanced query: Allows you to customize queries with ResourceQL to search
for your resources.

Resource aggregator: A resource aggregator enables you to aggregate
resource configurations and compliance data from multiple accounts or an
organization, so that you can centrally view or search for resource data.

Conformance package: A conformance package is a collection of rules. You
can use conformance packages to centrally create and manage rules, and
query compliance data.

can use either of the following methods to access Config.

Management Console
The console is a web-based Ul, where you can perform operations easily. Log

in to the management console, click — in the upper left corner, and choose
Management & Deployment > Config.

Application Programming Interfaces (APIs)

To integrate Config into a third-party system for secondary development, you
need to access the service by calling APIs. For details, see Config AP/
Reference.

1.2 Function Overview

Table 1-1 lists common functions of Config.

To better understand Config functions, you can learn basic concepts first.

Table 1-1 Common functions

Category Function Description
Resource list | Querying all You can view all resource information, including
resources the resource name, region, service, resource
type, and enterprise project, from the current
account.
Querying You can query resource details, such as the
details about | resource name, creation time, and
a resource specifications.
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Category Function Description
Filtering You can set a filter criterion (resource name,
resources resource ID, tag, or enterprise project) to quickly
find out specific resources.
Exporting You can export the information about required
resource resources in an EXCEL file.
information
Viewing You can view compliance data of a resource.
resource
compliance
data
Viewing You can view relationships of a resource.
relationships
of a resource
Viewing You can view change records of a resource.
change
records of a
resource
Resource Adding a rule | You can add a rule to evaluate resource
compliance compliance. To add a rule, you need to set a
policy and other related parameters.
Evaluating You can click Evaluate in the Operation
resources column for a rule to evaluate the resources that
are within the monitoring scope of the rule.
Disabling a You click Disable in the Operation column to
rule disable a rule.
Enabling a If you want to use a disabled rule, you can
rule enable it.
Modifying a If a rule does not meet your needs, you can
rule change its configurations as needed
Deleting a You can delete a rule which is no longer
rule needed.
Noncompliant | You can view and export noncompliant
resources resources.
Resource Enabling the | You can track resource changes only after the
recorder resource resource recorder is enabled.
recorder
2024-10-30 3
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Category Function Description
Configuring You can set the monitoring scope, select an
the resource SMN topic, and configure the data storage path
recorder (OBS bucket). Then you need to grant
permissions to the resource recorder for using
SMN to send notifications and storing resource
snapshots in the OBS bucket.
Modifying the | You can modify resource recorder
resource configurations, such as the monitoring scope,
recorder resource dump, data retention period, SMN
topic, and permissions.
Disabling the | You can disable the resource recorder at any
resource time.
recorder
Advanced Running an You can use ResourceQL to query current
Queries advanced configurations of your resources.
query
Creating a You can add custom queries, so that you can
query directly run them later.
Viewing a You can view the name, description, and SQL
query statement of a query.
Modifying a If a custom query cannot meet your
query requirements, you can modify its name,
description, and query statement.
Deleting a If a custom query is no longer needed, you can
query delete it.
Resource Creating a You can use resource aggregators to aggregate
Aggregation | resource resource configurations and compliance data
aggregator from multiple accounts or an organization.
Viewing You can view created resource aggregators and
resource their details.
aggregators
Editing a You can edit source accounts in a resource
resource aggregator.
aggregator
Deleting a If a resource aggregator is no longer used, you
resource can delete it.
aggregator
Viewing You can view all aggregated rules and their
aggregated conformance data.
rules
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tracing logs

Category Function Description
Viewing You can view all resources aggregated by the
aggregated resource aggregator.
resources
Authorizing An aggregator account needs authorization
an aggregator | from source accounts to collect resource
account configuration and compliance data from these
accounts
Applying Resource aggregation supports advanced
advanced gueries. You can use ResourceQL to query
queries to configuration states of resources from one or
aggregators more source accounts.
Conformance | Creating You can use example or custom templates to
package conformance | create and manage rules.
packages
Viewing You can view the conformance package list and
conformance | details of each conformance package.
packages
Deleting You can delete conformance packages as
conformance | needed. Rules included in a conformance
packages package will be deleted automatically if the
conformance package is deleted.
Organization | If you are an organization administrator or a
conformance | delegated administrator of Config, you can add
packages organization conformance packages and deploy
these packages to all member accounts in your
organization.
CTS Supported CTS records operations on Config for later
CTS query, audit, and backtrack.
operations
Viewing You can view or export Config operation records

of the last seven days on CTS console.

1.3 Permissions

If you need to assign different permissions to employees in your enterprise,
Identity and Access Management (IAM) is a good choice for fine-grained
permissions management. IAM provides identity authentication, permissions
management, and access control, helping you flexibly manage resource access.

You can create users using IAM and grant users permissions to implement access
control. For example, if you want some of your employees to have the permissions
for configuring the resource recorder, you can create IAM users for them and grant
them with the required permissions.
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If your account does not need individual IAM users for permissions management,
skip this chapter.

Config Permissions

By default, new IAM users do not have permissions. You need to add a user to one
or more groups and attach policies or roles to the user groups. Users in a group
inherit permissions from the group, so that they can perform operations on cloud
services based on the permissions.

Config is a global service. You do not need to repeat Config authorization for
different regions or switch regions for accessing Config.

A user with Config read-only permissions can view all resources on the Resource
List page.

You can grant permissions by using roles or policies.

e Roles: A coarse-grained authorization strategy that defines permissions by job
responsibility. Only a limited number of service-level roles are available for
authorization. When using roles to grant permissions, you must also assign
other roles which the permissions depend on to take effect. However, roles
are not an ideal choice for fine-grained authorization and secure access
control.

e Policy: A type of fine-grained authorization method that defines permissions
required to perform operations on specific cloud resources under certain
conditions. Authorization using policies is more flexible and help you
implement least privilege. Most policies define permissions based on APIs. API
actions are the minimum granularity of permissions. For API actions
supported by Config, see the Permissions Policies and Supported Actions
section in Config AP/ Reference.

Table 1-2 lists all the system-defined permissions supported by Config.

Table 1-2 System-defined permissions supported by Config.

Policy Description Dependencies
RMS Grants full access to Config RF FullAccess
ConsoleFullAccess console. This policy grants you

the permissions to perform all
actions on the resource list,
resource recorder, resource
compliance, advanced queries,
aggregators, and conformance
packages.

RMS FullAccess Grants full access to Config. RF FullAccess
This policy grants you the
permissions to perform all
actions on the resource list,
resource recorder, resource
compliance, advanced queries,
aggregators, and conformance
packages.
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Policy

Description

Dependencies

RMS ReadOnlyAccess

packages.

Grants read-only access to
Config. This policy grants you
read access to the resource
list, resource recorder, resource
compliance, advanced queries,
aggregators, and conformance

None

(11 NOTE

An 1AM user or IAM Identity Center user may still be denied specific operations on resource
recorders, rules, or conformance packages even if they have been granted the RMS
ConsoleFullAccess permission. This is because specific operations require IAM agencies. To
perform these operations, you need related IAM agencies. The following lists the details.

To create IAM agencies, you need the iam:agencies:createAgency and
iam:permissions:grantRoleToAgency permissions. To grant the permission
iam:permissions:grantRoleToAgency, specific actions need to be specified.

Table 1-3 lists the common operations and the system-defined permissions of
Config. ¥ indicates that an operation is supported, and x indicates not supported.

Table 1-3 Common operations supported by system-defined permissions

Operation RMS RMS FullAccess RMS
ConsoleFullAcces ReadOnlyAccess
s

Querying all v v v

resources

Query details v v v

about a resource.

Filtering resources | v v v

Exporting v v v

resources

Viewing resource | v v v

compliance data

Viewing v v v

relationships of a

resource

Viewing resource | v v v

change history

Querying the v v v

resource recorder
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Operation RMS RMS FullAccess RMS
ConsoleFullAcces ReadOnlyAccess
s

Enabling, v v X

configuring, or

modifying the

resource recorder

Disabling the v v X

resource recorder

Querying a v v v

compliance policy

Modifying rules v v X

Adding rules v v X

Querying rules v v v

Deleting rules v v X

Creating v Vv X

organization rules

Modifying v v X

organization rules

Viewing v v v

organization rules

Deleting v v X

organization rules

Viewing resource | v v v

compliance

evaluation results

Triggering a v v X

resource

compliance

evaluation

Updating v v X

compliance

evaluation results

Creating v v X

advanced queries

Querying v v v

advanced queries

Listing advanced | v v v

queries
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Operation

RMS
ConsoleFullAcces
s

RMS FullAccess

RMS
ReadOnlyAccess

Updating
advanced queries

v

Deleting
advanced queries

Creating a
resource
aggregator

Viewing a
resource
aggregator

Modifying a
resource
aggregator

Deleting a
resource
aggregator

Viewing
aggregated rules

Viewing
aggregated
resources

Authorizing a
resource
aggregator
account

Deleting
authorization for
an aggregator
account

Deleting resource
aggregation
requests

Viewing resource
aggregation
requests

Running advanced
queries to
aggregators
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Operation

RMS
ConsoleFullAcces
s

RMS FullAccess

RMS
ReadOnlyAccess

Viewing an
authorization list

v

v

Creating
conformance
packages

v (depends on RF
FullAccess)

v (depends on RF
FullAccess)

Viewing
conformance
packages

Listing
conformance
packages

Deleting
conformance
packages

v (depends on RF
FullAccess)

v (depends on RF
FullAccess)

Updating
conformance
packages

v (depends on RF
FullAccess)

v (depends on RF
FullAccess)

Listing
conformance
package sample
templates

Creating
organization
conformance
packages

Viewing
organization
conformance
packages

Listing
organization
conformance
packages

Deleting
organization
conformance
packages

Updating
organization
conformance
packages
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1.4 Basic Concepts

Resource

A resource is an entity that you can use on the cloud platform. A resource can be
an Elastic Cloud Server (ECS), an Elastic Volume Service (EVS) disk, or a Virtual
Private Cloud (VPC).

Resource Relationship

Resource relationships indicate how your cloud resources are associated. For
example, a resource relationship can be described as an EVS disk attached to a
cloud server or a cloud server deployed in a VPC.

Resource Change Records

Resource change records contain resource changes in a specific period of time.

A record will be generated if there is a change to resource relationships or
attributes.

Resource attributes are key and value pairs that describe the characteristics of
your resources. For example, a resource attribute can be the number of CPU cores
of an ECS, the capacity of an EVS disk, or the password strength of an IAM user.

Resource Recorder

The resource recorder tracks changes to your cloud resources that are supported
by Config. What changes are tracked depends on what a service reports to Config.

If you have enabled the resource recorder and specified an OBS bucket and an
SMN topic when you configure the resource recorder, Config will notify you if
there is a change (creation, modification, deletion, relationship change) to the
resources within the monitoring scope and periodically store your notifications and
resource snapshots.

Resource Compliance

You can create rules to evaluate the compliance of your resources. You can view
and export information of your noncompliant resources.

Advanced Query

The advanced query allows you to quickly query specific resources, helping you
obtain resource details, analyze resources from multiple perspectives, and quickly
export data reports.

2024-10-30 11



Config
User Guide

1 Service Overview

Resource Aggregator

A resource aggregator enables you to aggregate resource configurations and
compliance data from multiple accounts or an organization, so that you can
centrally view or search for resource data.

Conformance Package

A conformance package is a collection of rules. Conformance packages allow you
to centrally create and manage rules for compliance data query.

1.5 Relationships with Other Services

The following describes the relationships between Config and other services.

Table 1-4 Relationships between Config and other services

Service

Description

Function

SMN

You can specify an SMN
topic when you enable the
resource recorder.

NOTE
If you have configured an OBS
bucket and you do not need
notifications for resource
changes, you do not need to
configure an SMN topic.

You will receive a notification if
a change is made to your
resource.

OBS

You can specify an OBS
bucket when you enable the
resource recorder.

NOTE
If you have configured an SMN
topic and you do not need an
OBS bucket for resource dump,
you do not need to configure
an OBS bucket.

e The resource recorder stores
resource change
notifications into your
specified OBS bucket every 6
hours (an SMN topic also
needs to be specified).

e The resource recorder stores
your resource snapshots into
the OBS bucket every 24
hours.
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Service

Description

Function

IAM

e You need to assign Config
related permissions when
you configure the
resource recorder.

e You can use |IAM to
control users' access to
Config.

e Quick granting
automatically assigns Config
the permissions to send
notifications using the
specified SMN topic and to
write data into the specified
OBS bucket. You can also
choose Custom granting to
modify the permission
scope.

e You can assign users system-
defined or custom policies to
decide which operations
they can perform on Config.

CTS

CTS records operations on
Config.

CTS helps you record
operations on Config for later
query, audit, and backtrack.

Resource
Formation

Service (RFS)

Conformance packages are
created with RFS stacks. You
cannot separately delete rules
of a conformance package
created with RFS stacks.

1.6 Constraints and Limitations

The constraints on Config are as follows:

Table 1-5 Constraints and limitations on Config

Description

Limit

NOTE

data.

Resource data synchronization period

There is a delay in synchronizing resource
data to Config. The delay varies depending
on services.

If the resource recorder is enabled, Config
will update related data for resources that
are included in the monitoring scope
within 24 hours. If the resource recorder is
disabled, Config will not update resource

24 hours

snapshots

Retention duration of resource

24 hours

Retention duration of resource change
notifications

6 hours
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Description

Limit

Maximum number of rules (including
organization rules) in an account

500

Maximum number of conformance
packages (including organization
conformance packages) in an account

50

Maximum number of resource
aggregators (account specific) in an
account

30

Maximum number of accounts a
resource aggregator can collect.

30

Maximum number of accounts can be
added, updated, or deleted in an
account every seven days

1,000

Maximum number of resource
aggregators (organization specific) in
an account

Maximum number of times you can
create resource aggregators
(organization specific) for an account
per day

One time

Maximum number of advanced
queries in an account

200

Number of results returned for each
advanced query

4,000

The default retention period for

resource configurations

7 years (2,557 days)

NOTICE

To get full functionality of Config, you need to enable the resource recorder. If the
resource recorder is disabled, you may fail to update your resource data, create
and use rules, or to aggregate resource data.
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Getting Started

If you are new to Config, this section will help you quickly get familiar with main
functions of this service. For more details about Config constraints, see

Constraints and Limitations.

The following flowchart shows the operation process.

2024-10-30
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Figure 2-1 Getting started flowchart

Start

l

Make preparations.

Enable and configure

the resource recorder.

The administrator assigns required
permissions for the resource recorder and
the resource compliance features fo users.

Users with required permissions can enable
and configure the resource recorder.

Users with required permissions can add
rules for resource evaluations.

Add rules.

The first evaluation is triggered
automatically after a rule is added.

Users can view resource evaluation results.

View evaluation results.

End

Enabling the Resource Recorder

If you have enabled the resource recorder and specified an OBS bucket and an
SMN topic when you configure the resource recorder, Config will notify you if
there is a change (creation, modification, deletion, relationship change) to the
resources within the monitoring scope and periodically store your notifications and
resource snapshots.

Step 1 Log in to the management console.

Click — in the upper left corner. Under Management & Deployment, click
Config.

Step 2

Step 3 In the navigation pane on the left, choose Resource Recorder.

Step 4 Toggle on the resource recorder. In the dialog box, click Yes.

Step 5 Select the monitoring scope.
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Step 6

Step 7

Step 8

By default, all resources supported by Config will be recorded by the resource
recorder. You can specify a resource scope for the resource recorder.

(11 NOTE

The resource recorder is default to record all resources of Config.
Specify an OBS bucket.

Specify an OBS bucket to store notifications of resource changes and resource
snapshots.

To enable the resource recorder, you must configure either an SMN topic or an
OBS bucket.

e Select an OBS bucket from the current account:

Select Your bucket and then select a bucket from the drop-down list to store
resource change notifications and resource snapshots. If you need to store the
notifications and snapshots to a specific folder in the OBS bucket, enter the
folder name after you select a bucket. If there are no OBS buckets in the
current account, create one first. For details, see Object Storage Service User
Guide.

e Select an OBS bucket from another account:
Select Other users' bucket and then configure Region ID and Bucket Name.
If you need to store the notifications and snapshots to a specific folder in the
OBS bucket, enter the folder name after you select a bucket. If you select a

bucket from another account, you need required permissions granted by the
account. For details, see Cross-Account Authorization.

(11 NOTE

After you specify an OBS bucket from the current or another account, Config will write an
empty file named ConfigWritabilityCheckFile to the OBS bucket to verify whether
resources can be written to the OBS bucket. If an error is reported, you can address the
error based on Why Is an Error Reported When Data Is Dumped to the OBS Bucket
After the Resource Recorder Is Enabled?.

Specify a data retention period.

Select Seven years (2,557 days) or select A custom period and enter a retention
period from 30 days to 2,557 days.

L] NOTE
The data retention period only applies to resource configuration data and snapshots
reserved by Config. It will not affect your data storage with SMN or OBS.
Config will delete data that has been reserved for a longer time than the specified retention
period.

(Optional) Configure an SMN topic.

Toggle on Topic, then select a region and an SMN topic for receiving notifications
of resource changes.

e Select a topic from the current account:

Select Your topic, then select a region and an SMN topic. If there are no SMN
topics available, create one first. For details, see Simple Message Notification
User Guide.

2024-10-30

17



Config
User Guide

2 Getting Started

Select a topic from another account:

Select Topic under other account, then enter a topic URN. If you select a topic
from another account, you need required permissions granted by the account.
For details, see Cross-Account Authorization.

(11 NOTE

To send notifications with an SMN topic, you not only need to create the topic, but also add
subscriptions and request subscription confirmations. For details, see the Simple Message
Notification User Guide.

Step 9 Grant permissions.

Step 10
Step 11

Quick granting: This option will automatically create an agency named
rms_tracker_agency to grant the required permissions for the resource
recorder to work properly. The agency contains permissions for writing data
into an OBS bucket. The agency created by quick granting doesn't contain
KMS permissions, so the resource recorder is unable to store resource change
notifications and snapshots to an OBS bucket that is encrypted using KMS. If
you need to use an encrypted bucket, you can add required permissions to the
agency or use custom authorization. For details, see Storing Resource
Change Notifications and Resource Snapshots to an Encrypted OBS
Bucket.

Custom granting: You can create an agency using IAM to customize
authorization for Config. The agency must include either the permissions for
sending notifications using an SMN topic or the permissions for writing data
into an OBS bucket. To store resource changes and snapshots to an OBS
bucket that is encrypted using KMS, you need the required permissions. For
details, see Storing Resource Change Notifications and Resource
Snapshots to an Encrypted OBS Bucket. For details about how to create an
agency, see /dentity and Access Management User Guide.

Click Save.

In the displayed dialog box, click Yes.

--—-End

Adding a Rule

Step 1

To create, modify, enable, or trigger a rule, the resource recorder must be enabled.

If the resource recorder is disabled, you can only view, disable, and delete rules.

In the navigation pane on the left, choose Resource Compliance.

Step 2 Configure basic details, and click Next.

Table 2-1 Parameters of basic configurations

Parameter

Description

Policy Type

Select Built-in policy.

Built-in policies are provided by Config. You can select a built-in
policy to quickly add a rule. You can also search for a built-in
policy by policy name or tag.

2024-10-30

18



Config
User Guide

2 Getting Started

Parameter

Description

Rule Name

By default, the rule name is consistent with the predefined
policy name. Rule names must be unique.

A rule name can contain digits, letters, underscores (_), and
hyphens (-) and cannot exceed 64 characters.

Description

By default, the rule description is the same as the selected
predefined policy description. You can also customize the rule
description.

A rule description can contain any types of characters and
cannot exceed 512 characters.

Step 3 On the displayed Configure Rule Parameters page, configure required
parameters and click Next.

Table 2-2 Parameter descriptions

Parameter

Description

Trigger Type

Specifies the conditions under which rules are triggered.
Possible values are:

e Configuration change: The rule is triggered when a specific
cloud resource is changed.

e Periodic execution: The rule is triggered at a specific
frequency.
NOTE

You cannot modify the Trigger Type of predefined policies. The
Trigger Type varies depending on different predefined policies.

Filter Type

Specifies the resources to be evaluated.
Possible types are:

e Specific resources: Resources of a specific type will be
evaluated.

e All resources: All resources from your account will be
evaluated.

This parameter is mandatory only when Trigger Type is set to
Configuration change.
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Parameter Description
Resource If you set Filter Type to Specific resources, you need to specify
Scope a resource scope.

e Service: The service that the resource belongs to.
e Resource type: The resource type
e Region: The region where the resource resides.

You only need to configure this parameter when Trigger Type
is set to Configuration change and Filter Type is set to
Specific resources.

NOTE

e You can specify a service and a resource type for Resource Scope
only when Trigger Type is set to Configuration change.

e You can specify a region for Resource Scope when Trigger Type is
set to Periodic execution and the resources are not of the account
type. You can check more predefined policies on Config console.

(Optional) After you enable Filter Scope, you can filter resources by
Filter Scope resource ID or tag.

You can specify a specific resource for compliance evaluation.

This parameter is optional for a rule whose trigger type is
configuration change.

Execute Every | Indicates how often a rule is triggered.
Available options: 1 hour, 3 hours, 6 hours, 12 hours, 24 hours.

This parameter is mandatory only when Trigger Type is set to
Periodic execution.

Configure Parameters of a built-in policy.

Rule For example, if you select the required-tag-check policy, you

Parameters need to specify a tag, so that resources that do not have the
tag will be determined as noncompliant.
Some default policies, such as volumes-encrypted-check, do
not require Configure Rule Parameters.

Tag Tag of the rule. To add a tag, click Add Tag and enter a tag key

and a tag value. You can add up to 20 tags to a rule.

e A tag key cannot be empty. It can contain letters, digits,
spaces, and special characters (_.:=+-@), but cannot start or
end with a space or start with _sys_. A tag key can contain
up to 128 characters.

e A tag value cannot be empty. It can contain letters, digits,
spaces, and special characters (_.:=+-@), but cannot start or
end with a space. A tag value can contain up to 255
characters.

Step 4 On the Confirm page displayed, confirm the rule information and click Submit.
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(11 NOTE

After you add a rule, the first evaluation is automatically triggered immediately.

--—-End

Viewing Evaluation Results

Step 1

Step 2

Step 3
Step 4
Step 5

After you add a rule, you can view all rules in the rule list and view evaluation
results, tags, and configurations of a rule on the rule details page.

Log in to the management console.

Click — in the upper left corner. Under Management & Deployment, click
Config.

In the navigation pane on the left, choose Resource Compliance.
On the Rules tab, view rules, rule status, and evaluation results.
Click the name of the target rule to go to the Rule Details page.

On the left of the Basic Information tab, evaluation results are displayed, and on
the right, rule details are displayed. By default, noncompliant resources are
displayed. Above the list, you can filter the resources by evaluation result, resource
name, and resource ID. You can also export all evaluation results.

On the tag tab, you can view and modify tags of a rule.

(11 NOTE

A rule may be in one of the following statuses:

e Enabled: The rule is available.

e Disabled: The rule is disabled.

e Evaluating: The rule is evaluating resources.

During the evaluation, the rule is in the Evaluating state. After the evaluation is complete,
the rule status changes to Enabled, and then, you can view the evaluation results.

--—-End

Advanced Queries

Advanced Queries allow you to use ResourceQL to query how your resources in
one or more regions are configured.

Advanced Queries allows you to filter and check your resources using ResourceQL.

ResourceQL is part of the Structured Query Language (SQL) SELECT syntax. It can
perform attribute-based query and aggregation on the current resource data. The
query complexity varies. You can query resources by tag or resource identifier, or
by using complex SQL statements. For example, you can query an ECS with a
specified OS version.

You can use Advanced Queries to:

e Manage inventory. For example, you can query ECSs with certain
specifications.
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e Check security compliance of your resources. For example, you can query
resources for which specific configuration attributes (EIP and encrypted EVS
disks) have been enabled or disabled.

e  Optimize costs. For example, query EVS disks that are not attached to any
ECS.

Resource Aggregator Overview

A resource aggregator enables you to aggregate resource configurations and
compliance data from multiple accounts or an organization for centralized data
query.

You can only view aggregated resources and their compliance data instead of
modifying resource data. For example, you cannot use a resource aggregator to
deploy rules or access snapshots from a source account.

Conformance Package

A conformance package is a collection of rules. Config provides you with
conformance packages to centrally create and manage rules, and query
compliance data.
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Resource List

3.1 Viewing Resources

3.1.1 Querying All Resources

Scenarios

Procedure

Step 1

Step 2

Step 3

On the Resource List page, you can view all resources in the current account.

NOTICE

There is a delay in synchronizing resource data to Config, so if there is a resource
change, the change may not be updated in the resource list immediately. If the
resource recorder is enabled, Config will update resource changes within 24 hours.

To use the resource list, you must enable the resource recorder. If no resources are
displayed on the resource list page, check if the resource recorder is enabled, if the
resource type is within the configured monitoring scope, or if the service or
resource is supported by Config. For details about how to configure the resource
recorder, see Configuring the Resource Recorder.

Log in to the management console.

Click — in the upper left corner of the page. Under Management &
Deployment, select Config.

By default, the Resource List displays the resources that you have and are within
the monitoring scope of the resource recorder.

Disable Only display cloud services and regions that contain resources and
then click More to view all services that are supported by Config.
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Step 4

To view all supported services and regions, click Supported Services and Regions.

--—-End

3.1.2 Querying Details About a Resource

Scenarios

Procedure

Step 1

Step 2

Step 3

Step 4

By default, the Resource List page only displays some resource attributes. You can
perform the following procedure to view more resource details.

Log in to the management console.

Click = in the upper left corner. Under Management & Deployment, click
Config.

Click a resource name to view more details.

Resource overview, resource compliance, associated resources, and the resource
timeline are displayed.

Click View Details in the upper right corner of the Resource Overview area to go
to the console of the corresponding cloud service and view resource details.

Alternatively, in the resource list, click View Details in the Operation column to
view resource details.

--—-End

3.1.3 Filtering Resources

Scenarios

You can filter resources by service, resource type, and region on the Resource List
page. In the search box in the middle of the page, you can also enter more specific
resource information to quickly search for resources.

This section describes how to quickly search for your resources.

Supported Filter Criteria

Table 3-1 Supported filter criteria

Filter Criteria Description

Name Resource name. Fuzzy search is supported. The resource
name is case-insensitive.

Resource ID Resource ID. Fuzzy search is supported. The resource ID is
case-sensitive.
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Filter Criteria Description

Resource Status Resource status.

A resource can be in either of the following states:
e In use: A resource is being used.

e Deleted: A resource has been deleted.

Tags You can select a tag key and one or all values of this key
to filter resources.

Enterprise Project The enterprise project which resources belong to. If you
select an enterprise project, resources in this enterprise
project will be displayed.
NOTE

To filter resources by enterprise project, you need to enable

Enterprise Center first. Filtering resources by enterprise project is
only available to some users.

Procedure

Step 1 Log in to the management console.
Step 2 Click — in the upper left corner. Under Management & Deployment, click
Config.

Step 3 Filter resources by enterprise project, resource name, resource ID, resource status,
enterprise project, or resource tag.

--—-End

3.1.4 Exporting the Resource List

Scenarios

On the Resource List page, you can export resource information.

Procedure

Step 1 Log in to the management console.

Step 2 Click — in the upper left corner. Under Management & Deployment, click
Config.

Step 3 Set search options to filter resources and click Export Resource Info above the list.
Only information that you can see in the list will be exported.

e If you do not set any search options, all your resources that are supported by
Config will be exported.
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e If you set search options to filter resources, only the search results will be
exported. For details about how to filter resources, see Filtering Resources.

----End
(11 NOTE

Information of all resources will be exported to an Excel file, containing all attributes that
are reported to Config.

3.2 Viewing Resource Compliance Data

Scenarios

Procedure

Step 1

Step 2

Step 3
Step 4

Step 5

Config provides you with rules to evaluate resources. You can view compliance
data of the resources evaluated in the Resource Overview page.

Log in to the management console.

Click — in the upper left corner. Under Management & Deployment, click
Config.

On the Resource List page, click the name of a target resource.

The Resource Compliance tab is displayed by default. The rules applied and the
evaluation results are displayed in a list in the Resource Compliance tab.

In the search box above the list, enter a rule name, a rule ID, the trigger type, the
time of the latest evaluation, or the evaluation result to filter rules.

Click a rule name in the rule list to see rule details.

--—-End

3.3 Viewing Resource Relationships

Scenarios
Config allows you to view resource relationships. A resource relationship may be
described as that an EVS disk is attached to an ECS or an ECS is deployed in a VPC.
Through resource relationships, you can gain insights into the structures and
dependencies of your resources..
Procedure
Step 1 Log in to the management console.
Step 2 Click — in the upper left corner. Under Management & Deployment, click
Config.
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Step 3
Step 4

On the Resource List page, click the name of a target resource.
Click the Associated Resources tab.

Hover over the name of an associated resource to view resource information and
resource relationships.

For each service, you can filter resources by resource ID or resource name.

----End

(11 NOTE

On the Associated Resources tab, you can click the name of an associated resource to view
related information of this resource.

3.4 Viewing Resource Changes

Prerequisites

Resource changes that are reported to Config are recorded only after the resource
recorder is enabled. For details about the resource recorder, see Resource
Recorder.

Scenarios
You can view resource changes over a time period. A record will be added to the
resource timeline when the related service reports a resource attribute or
relationship change to Config and the record will be retained for seven years by
default.
Procedure
Step 1 Log in to the management console.
Step 2 Click — in the upper left corner. Under Management & Deployment, click
Config.
Step 3 On the Resource Listpage, click the name of a target resource.
Step 4 Choose the Resource Timeline tab to view the resource changes.
Step 5 In the upper right corner of the Resource Timeline tab, set a time range to filter
records.
By default, resource changes of the latest three months are displayed.
You can also click View JSON File to view the resource attributes reported to
Config.
----End
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Resource Recorder

4.1 Overview

Introduction

The resource recorder automatically detects and records changes made to your
resources that are supported by Config.

To be specific, the resource recorder:

Notifies you using the specified SMN topic if your resources are created,
modified, or deleted.

Notifies you using the specified SMN topic if there is a change to your
resource relationships.

Stores notifications of your resource changes every 6 hours if you have
configured an OBS bucket and an SMN topic.

Stores resource snapshots every 24 hours if you have configured an OBS
bucket.

For details about resources supported by the resource recorder, see Supported
Services and Regions.

Notes and Constraints

When enabling and configuring the resource recorder, you must configure
Topic or Resource Dump. To enable the resource recorder, you must
configure either an SMN topic or an OBS bucket.

To receive notifications of resource changes with the configured SMN topic,
you not only have to create the topic, but also add subscription endpoints and
request subscription confirmations for the topic.

The resource recorder only updates data for the resources within the
monitoring scope.

By default, the resource configuration information is stored for seven years
(2,557 days).

There is a delay in synchronizing resource data to Config. The delay varies
depending on services. If the resource recorder is enabled, Config will update
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related data for resources that are included in the monitoring scope within 24
hours. If the resource recorder is disabled, Config will not update resource
data.

NOTICE

To get full functionality of Config, you need to enable the resource recorder. If the
resource recorder is disabled, you may fail to update your resource data, create
and use rules, or to aggregate resource data.

4.2 Configuring the Resource Recorder

Scenarios

Enabling the

Step 1
Step 2
Step 3

Step 4
Step 5

You must enable the resource recorder for Config to track changes to your
resource configurations.

You can modify or disable the resource recorder at any time.
This section includes the following content:

e Enabling the Resource Recorder
e Modifying the Resource Recorder
e Disabling the Resource Recorder
e  Cross-Account Authorization

e Storing Resource Change Notifications and Resource Snapshots to an
Encrypted OBS Bucket

Resource Recorder

If you have enabled the resource recorder and specified an OBS bucket and an
SMN topic when you configure the resource recorder, Config will notify you if
there is a change (creation, modification, deletion, relationship change) to the
resources within the monitoring scope and periodically store your notifications and
resource snapshots.

Log in to the management console.

Click — in the upper left corner. Under Management & Deployment, click
Config.

In the navigation pane on the left, choose Resource Recorder.
Toggle on the resource recorder. In the dialog box, click Yes.
Select the monitoring scope.

By default, all resources supported by Config will be recorded by the resource
recorder. You can specify a resource scope for the resource recorder.
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(11 NOTE

The resource recorder is default to record all resources of Config.

Step 6 Specify an OBS bucket.

Specify an OBS bucket to store notifications of resource changes and resource
snapshots.

To enable the resource recorder, you must configure either an SMN topic or an
OBS bucket.

e Select an OBS bucket from the current account:

Select Your bucket and then select a bucket from the drop-down list to store
resource change notifications and resource snapshots. If you need to store the
notifications and snapshots to a specific folder in the OBS bucket, enter the
folder name after you select a bucket. If there are no OBS buckets in the
current account, create one first. For details, see Object Storage Service User
Guide.

e Select an OBS bucket from another account:

Select Other users' bucket and then configure Region ID and Bucket Name.
If you need to store the notifications and snapshots to a specific folder in the
OBS bucket, enter the folder name after you select a bucket. If you select a
bucket from another account, you need required permissions granted by the
account. For details, see Cross-Account Authorization.

(11 NOTE

After you specify an OBS bucket from the current or another account, Config will write an
empty file named ConfigWritabilityCheckFile to the OBS bucket to verify whether
resources can be written to the OBS bucket. If an error is reported, you can address the
error based on Why Is an Error Reported When Data Is Dumped to the OBS Bucket
After the Resource Recorder Is Enabled?.

Step 7 Specify a data retention period.
Select Seven years (2,557 days) or select A custom period and enter a retention
period from 30 days to 2,557 days.
{0 NOTE
The data retention period only applies to resource configuration data and snapshots
reserved by Config. It will not affect your data storage with SMN or OBS.
Config will delete data that has been reserved for a longer time than the specified retention
period.
Step 8 (Optional) Configure an SMN topic.
Toggle on Topic, then select a region and an SMN topic for receiving notifications
of resource changes.
e Select a topic from the current account:
Select Your topic, then select a region and an SMN topic. If there are no SMN
topics available, create one first. For details, see Simple Message Notification
User Guide.
e Select a topic from another account:
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Select Topic under other account, then enter a topic URN. If you select a topic
from another account, you need required permissions granted by the account.

For details, see Cross-Account Authorization.

(1 NOTE

To send notifications with an SMN topic, you not only need to create the topic, but also add
subscriptions and request subscription confirmations. For details, see the Simple Message

Notification User Guide.

Step 9 Grant permissions.

e Quick granting: This option will automatically create an agency named
rms_tracker_agency to grant the required permissions for the resource
recorder to work properly. The agency contains permissions for writing data
into an OBS bucket. The agency created by quick granting doesn't contain
KMS permissions, so the resource recorder is unable to store resource change
notifications and snapshots to an OBS bucket that is encrypted using KMS. If
you need to use an encrypted bucket, you can add required permissions to the
agency or use custom authorization. For details, see Storing Resource
Change Notifications and Resource Snapshots to an Encrypted OBS

Bucket.

e Custom granting: You can create an agency using IAM to customize
authorization for Config. The agency must include either the permissions for
sending notifications using an SMN topic or the permissions for writing data
into an OBS bucket. To store resource changes and snapshots to an OBS
bucket that is encrypted using KMS, you need the required permissions. For
details, see Storing Resource Change Notifications and Resource
Snapshots to an Encrypted OBS Bucket. For details about how to create an

agency, see /dentity and Access Management User Guide.
Step 10 Click Save.
Step 11 In the displayed dialog box, click Yes.
----End

Modifying the Resource Recorder

You can modify the resource recorder at any time.

Step 1 In the navigation pane on the left, choose Resource Recorder.

Step 2 Click Modify Resource Recorder.

Step 3 Modify configurations.

Step 4 Click Save.

Step 5 In the displayed dialog box, click Yes.
----End

Disabling the Resource Recorder

You can disable the resource recorder at any time.

Step 1 In the navigation pane on the left, choose Resource Recorder.
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Step 2 Toggle off the resource recorder.
Step 3 In the displayed dialog box, click OK.

--—-End

Cross-Account Authorization

e Granting SMN topic permissions to another account

a. Login to the management console with the authorizing account and go
to the SMN console.

b. Attach related SMN permissions to target accounts based on the
"Configuring Topic Policies" section in the Simple Message Notification
User Guide.

e Granting OBS bucket permissions to another account

a. Login to the management console with the authorizing account and go
to the OBS console.

b. Grant related OBS permissions to target accounts based on the "Creating
a Custom Bucket Policy (JSON View)" in the Object Storage Service User
Guide.

The following is an example of a bucket policy. The policy allows the
authorized account to store data into a specific object or folder in an OBS
bucket. You need to configure the following parameters in a bucket

policy:
=  ${account_id}: The ID of the authorized account.

=  ${agency_name}: Agency name. If you choose Quick granting, this
parameter will be set to rms_tracker_agency.

= ${bucket_name}: The name of an OBS bucket.

= ${folder_name}: The name of a folder in an OBS bucket. If you do
not need to specify a folder or object in an OBS bucket, you do not
need to configure /${folder_name}.

"Statement": [
{
"Sid": "org-bucket-policy",
"Effect": "Allow",
"Principal": {
|IIDI|: [
"domain/${account_id}:agency/${agency_name}"
1
%
"Action": [
"PutObject"
1

"Resource": [
"${bucket_name}/${folder_name}/RMSLogs/*/Snapshot/*",
"${bucket_name}/${folder_name}/RMSLogs/*/Notification/*"

1
}
1
}
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Storing Resource Change Notifications and Resource Snapshots to an
Encrypted OBS Bucket

Using an OBS bucket that is encrypted with SSE-OBS

If you need to store resource change notifications and snapshots to an OBS
bucket encrypted using SSE-OBS, you only need to select the corresponding
OBS bucket and no other operations are required.

Using an OBS bucket that is encrypted with a default key of SSE-KMS

If you need to store resource change notifications and snapshots to an OBS
bucket encrypted using a default key of SSE-KMS, you need to add the KMS
Administrator permission to the agency assigned to the resource recorder.

Using an OBS bucket that is encrypted with a custom key of SSE-KMS

If you need to store resource change notifications and snapshots to an OBS
bucket that is encrypted using a custom key of SSE-KMS, you need to add the
KMS Administrator permission to the agency assigned to the resource
recorder.

If you need to store resource change notifications and snapshots to an OBS
bucket that is from another account, and that is encrypted using a custom key
of SSE-KMS, you need to add the KMS Administrator permission to the
agency assigned to the resource recorder, and set the cross-account
permission for the key at the same time. The procedure is as follows:

a. Log in to the management console and go to the Key Management
Service page on the Data Encryption Workshop (DEW) console.

b. In the Custom Keys tab, click the alias of a target key to go to its details
page and create a grant on it.

¢. Grant the account the permissions for using the key based on the
"Creating a Grant" section in the Data Encryption Workshop User Guide.

= Select Account for User or Account and enter an account ID.

®  Select Create Data Key, Describe Key, and Decrypt Data Key for
Granted Operations.

4.3 Notifications

Notifications of your resource changes will be sent to the SMN topic subscribers
after you enable the resource recorder and configure the SMN topic. If no topics
are available, you need to create a topic, add subscriptions to the topic, and
request confirmation for the subscriptions.

For details, see Simple Message Notification User Guide.

Config sends notifications when:

Resources are created, modified, or deleted.
Resource relationships change.

Resource change notifications are saved.
Resource snapshots are saved.

For details about example code for resource change notifications, see Notification
Models.
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4.4 Storing Resource Snapshots

Your resource snapshots will be stored into the specified OBS bucket every 24
hours after you enable the resource recorder.

The path of in an OBS bucket where the resource recorder stores your data takes
the form of ${bucket_name}/S${bucket_prefix}/RMSLogs/${account_id}/
Snapshot/${year}/${month}/* The fields before each slash in the path indicate
different layers of folders, and * indicates the name of a file. You can go to the
Objects page on the OBS console and find your resource snapshots based on the
paths.

The name of a resource snapshot file consists of the account ID, storage file type,
ID of the region where the OBS bucket resides, storage time, randomly generated
character string, and sequence number of the file. Each snapshot file can contain
information of up to 2,000 resources. If you have more than 2,000 resources, there
will be more than one files, and the name of each file will contain a sequence
number (such as part-1). If you have less than 2,000 resources, there will be no
sequence number in the file name. .json.gz indicates that the file is stored as a
JSON package.

The following shows an example file name:
0926901ef980f2150fbdc001fdd23e80_Snapshot_regionid1_ResourceSnapshot_2024
-07-22T221441Z_90decead-b69b-4522-a090-657d8c299d40_part-1.json.gz.

For more details, see Object Storage Service User Guide.

(11 NOTE

A resource is in either of the two states: In use and Deleted. The snapshots of resources
that are in the Deleted sate will not be stored.

For details about example code for storing resource snapshots, see Resource
Snapshot Storage Model.

4.5 Storing Resource Change Notifications

After you enable the resource recorder and specify an SMN topic and an OBS
bucket, Config stores your resource change notifications to the OBS bucket every 6
hours. If no topics are available, you need to create a topic, add subscription
endpoints, and request subscription confirmations for the topic.

The path of in an OBS bucket where the resource recorder stores your resource
change notifications takes the form of ${bucket_name}/${bucket_prefix}/
RMSLogs/S${account_id}/Notification/$S{year}/${month}/* The fields before each
slash in the path indicate different layers of folders, and * indicates the name of a
file. You can go to the Objects page on the OBS console and find your resource
change notification files based on the paths.

The name of the file for storing your resource change notifications consists of the
account ID, storage file type, ID of the region where the OBS bucket resides,
service type, resource type, and storage duration. Each file contains change
notifications of only one type of resource. .json.gz indicates that the file is stored
as a JSON package.
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The following shows an example name of a resource change notification file:
0926901ef980f2150fbdc001fdd23e80_Notification_regionid1_NotificationChunk_O
BS_BUCKETS_2024-07-24T214735Z_2024-07-24T214759Z.json.gz
For more details, see Object Storage Service User Guide.

For details, see Simple Message Notification User Guide.
For details about example code for storing resource change notifications, see
Storage Model of Resource Change Notifications.
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Resource Compliance

5.1 Rules

5.1.1 Adding a Rule with a Predefined Policy

Scenarios

You can create a rule to evaluate your resource compliance. When creating a rule,
you can select a built-in policy, specify a monitoring scope, and specify the trigger
type. Evaluation results are provided for you to check compliance data.

This section describes how to add predefined rules.

Constraints and Limitations
e You can add up to 500 rules in an account.

e The resource recorder must be enabled for adding, modifying, enabling, or
triggering a rule. If the resource recorder is disabled, you can only view,
disable, and delete rules.

NOTICE

To evaluate resources with rules, you need to enable the resource recorder.
Resource evaluation is subject to the following rules:

e |f the resource recorder is disabled, no resources will be available for
evaluation. You can still view historical evaluation results.

e |f the resource recorder is enabled and a monitoring scope is configured, only
resources within the monitoring scope can be evaluated.

For details about how to enable and configure the resource recorder, see
Configuring the Resource Recorder.
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Procedure

Step 1 Log in to the management console.

Step 2 Click — in the upper left corner. Under Management & Deployment, click

Config.

Step 3 In the navigation pane on the left, choose Resource Compliance.

Step 4 In the Rules tab, click Add Rule.

Step 5 Configure basic details, and click Next.

Table 5-1 Parameters of basic configurations

Parameter

Description

Policy Type

Select Built-in policy.

Built-in policies are provided by Config. You can select a built-in
policy to quickly add a rule. You can also search for a built-in
policy by policy name or tag.

Rule Name

By default, the rule name is consistent with the predefined
policy name. Rule names must be unique.

A rule name can contain digits, letters, underscores (_), and
hyphens (-) and cannot exceed 64 characters.

Description

By default, the rule description is the same as the selected
predefined policy description. You can also customize the rule
description.

A rule description can contain any types of characters and
cannot exceed 512 characters.

Step 6 On the displayed Configure Rule Parameters page, configure required
parameters and click Next.

Table 5-2 Parameter descriptions

Parameter

Description

Trigger Type

Specifies the conditions under which rules are triggered.
Possible values are:

e Configuration change: The rule is triggered when a specific
cloud resource is changed.

e Periodic execution: The rule is triggered at a specific
frequency.
NOTE

You cannot modify the Trigger Type of predefined policies. The
Trigger Type varies depending on different predefined policies.
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Parameter

Description

Filter Type

Specifies the resources to be evaluated.
Possible types are:

e Specific resources: Resources of a specific type will be
evaluated.

e All resources: All resources from your account will be
evaluated.

This parameter is mandatory only when Trigger Type is set to
Configuration change.

Resource
Scope

If you set Filter Type to Specific resources, you need to specify
a resource scope.

e Service: The service that the resource belongs to.
e Resource type: The resource type
e Region: The region where the resource resides.

You only need to configure this parameter when Trigger Type
is set to Configuration change and Filter Type is set to
Specific resources.

NOTE

e You can specify a service and a resource type for Resource Scope
only when Trigger Type is set to Configuration change.

e You can specify a region for Resource Scope when Trigger Type is
set to Periodic execution and the resources are not of the account
type. You can check more predefined policies on Config console.

(Optional)
Filter Scope

After you enable Filter Scope, you can filter resources by
resource ID or tag.

You can specify a specific resource for compliance evaluation.

This parameter is optional for a rule whose trigger type is
configuration change.

Execute Every

Indicates how often a rule is triggered.
Available options: 1 hour, 3 hours, 6 hours, 12 hours, 24 hours.

This parameter is mandatory only when Trigger Type is set to
Periodic execution.

Configure
Rule
Parameters

Parameters of a built-in policy.

For example, if you select the required-tag-check policy, you
need to specify a tag, so that resources that do not have the
tag will be determined as noncompliant.

Some default policies, such as volumes-encrypted-check, do
not require Configure Rule Parameters.
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Step 7

Parameter Description

Tag Tag of the rule. To add a tag, click Add Tag and enter a tag key
and a tag value. You can add up to 20 tags to a rule.

e A tag key cannot be empty. It can contain letters, digits,
spaces, and special characters (_.:=+-@), but cannot start or
end with a space or start with _sys_. A tag key can contain
up to 128 characters.

e A tag value cannot be empty. It can contain letters, digits,
spaces, and special characters (_.:=+-@), but cannot start or
end with a space. A tag value can contain up to 255
characters.

On the Confirm page displayed, confirm the rule information and click Submit.

L] NOTE
After you add a rule, the first evaluation is automatically triggered immediately.

--—-End

5.1.2 Viewing a Rule

Scenario
After you add a rule, you can view all rules in the rule list and view evaluation
results, tags, and configurations of a rule on the rule details page.
You can export all evaluation results. On the upper right corner of the rule details
page, multiple buttons are provided for you to trigger, modify, enable, disable, or
delete a rule. On the tag tab, you can edit rule tags.
{11 NOTE
The resource recorder must be enabled for adding, modifying, enabling, or triggering a rule.
If the resource recorder is disabled, you can only view, disable, and delete rules.
Procedure
Step 1 Log in to the management console.
Step 2 Click — in the upper left corner. Under Management & Deployment, click
Config.
Step 3 In the navigation pane on the left, choose Resource Compliance.
Step 4 On the Rules tab, view rules, rule status, and evaluation results.
Step 5 Click the name of the target rule to go to the Rule Details page.
On the left of the Basic Information tab, evaluation results are displayed, and on
the right, rule details are displayed. By default, noncompliant resources are
displayed. Above the list, you can filter the resources by evaluation result, resource
name, and resource ID. You can also export all evaluation results.
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On the tag tab, you can view and modify tags of a rule.

(11 NOTE

A rule may be in one of the following statuses:
e Enabled: The rule is available.

e Disabled: The rule is disabled.

e Evaluating: The rule is evaluating resources.

During the evaluation, the rule is in the Evaluating state. After the evaluation is complete,
the rule status changes to Enabled, and then, you can view the evaluation results.

--—-End

5.1.3 Triggering a Rule

Scenarios

Rules can be triggered automatically or manually.

Automatic

- Arule will be automatically triggered after it is created.
- Avrule will be automatically triggered after it is updated.
- Arule will be automatically triggered after it is enabled.

- If the Trigger type is set to Configuration change for a rule, the rule will
be automatically triggered when there is a change to the resources within
the monitoring scope.

- If the Trigger Type to Periodic execution for a rule, the rule will be
automatically triggered at the configured frequency.

Manual

You can manually initiate rule evaluation at any time. For details, see
Procedure.

Constraints and Limitations

You can add up to 500 rules in an account.

The resource recorder must be enabled for adding, modifying, enabling, or

triggering a rule. If the resource recorder is disabled, you can only view,
disable, and delete rules.

NOTICE

To evaluate resources with rules, you need to enable the resource recorder.
Resource evaluation is subject to the following rules:

If the resource recorder is disabled, no resources will be available for
evaluation. You can still view historical evaluation results.

e |f the resource recorder is enabled and a monitoring scope is configured, only
resources within the monitoring scope can be evaluated.

For details about how to enable and configure the resource recorder, see
Configuring the Resource Recorder.

2024-10-30

40



Config
User Guide 5 Resource Compliance

Procedure

Step 1 Log in to the management console.

Step 2 Click — in the upper left corner. Under Management & Deployment, click
Config.

Step 3 In the navigation pane on the left, choose Resource Compliance.
Step 4 Locate a target rule and click Evaluate in the Operation column.

Alternatively, you can click Evaluate in the upper right corner of the rule details
page.
Step 5 In the displayed dialog box, click OK.

--—-End

5.1.4 Editing a Rule

Scenario

You can modify, enable, disable, or delete a rule at any time.

You can perform these operations in the rule list or on the Rules Details page.
This section describes how to modify, enable, disable, or delete a rule through the
rule list.

e Disabling a Rule

e Enabling a Rule

e Modifying a Rule

e Deleting a Rule

(11 NOTE

e The resource recorder must be enabled for adding, modifying, enabling, or triggering a
rule. If the resource recorder is disabled, you can only view, disable, and delete rules.

e You cannot modify, disable, enable, or delete an individual organization rule that is
deployed to your account or an individual rule of a conformance package. Only the
organization administrator or delegated administrator of Config who creates the
organization rule can modify or delete it. To modify or delete a rule of a conformance
package, modify or delete the package. For details, see Organization Rules and
Conformance Packages.

Disabling a Rule

Step 1 Log in to the management console.

Step 2 Click — in the upper left corner. Under Management & Deployment, click
Config.

Step 3 In the navigation pane on the left, choose Resource Compliance.

Step 4 On the Rules tab, locate a target rule and click Disable in the Operation column.
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Step 5

In the displayed dialog box, click OK.
----End

Enabling a Rule

Step 1

Step 2
Step 3

Step 4
Step 5

Log in to the management console.

Click — in the upper left corner. Under Management & Deployment, click
Config.

In the navigation pane on the left, choose Resource Compliance.
On the Rules tab, locate a target rule and click Enable in the Operation column.
In the displayed dialog box, click OK.
1O NOTE
After a rule is enabled, it will be automatically triggered immediately.

--—-End

Modifying a Rule

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

Log in to the management console.

Click = in the upper left corner. Under Management & Deployment, click
Config.

In the navigation pane on the left, choose Resource Compliance.

On the Rules tab, locate a target rule and click More > Modify in the Operation
column.

On Basic Configurations page, modify the rule description and name and click
Next.

On the Configure Rule Parameters page, configure required parameters and click
Next.

The configuration items that you can modify vary for different policies.
e Filter Type: Can be modified when Trigger Type is set to Configuration

change

e Resource Scope: Can be modified when Trigger Type is set to Configuration
change

e  Filter Scope: Can be modified when Trigger Type is set to Configuration
change.

e Execute Every: Can be modified when Trigger Type is set to Periodic
execution.

e Configure Rule Parameters: For a rule created with a predefined policy, you
can only modify the values of parameters for Configure Rule Parameters.

Confirm the modifications and click Submit.
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L] NOTE
After a rule is modified, it will be automatically triggered.

--—-End

Deleting a Rule

Step 1

Step 2

Step 3
Step 4

Step 5

To delete a rule, you need to disable the rule first.

Log in to the management console.

Click — in the upper left corner. Under Management & Deployment, click
Config.

In the navigation pane on the left, choose Resource Compliance.

On the Rules tab, locate a target rule and click More > Delete in the Operation
column.

Click OK.

--—-End

5.2 Organization Rules

5.2.1 Adding a Predefined Organization Rule

Scenarios

If you are an organization administrator or a delegated administrator of Config,
you can add organization rules, and then the organization rules can apply to all
member accounts in your organization.

A deployed organization rule will be displayed in the rule list of each member in
the organization. An organization rule can only be modified or deleted with the
account that was used to create it. Members can only trigger an organization rule
and view evaluation results.

You can use a built-in policy to create an organization rule. This section describes
how to create an organization rule with a built-in policy.

Constraints and Limitations

e You can add up to 500 rules in an account.

e The resource recorder must be enabled for adding, modifying, and triggering
organization rules. If the resource recorder is disabled, you can only view and
delete organization rules.

e The Organization Rules tab is inaccessible for a non-organization member.
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Procedure

Step 1

Step 2

Step 3
Step 4

NOTICE

To evaluate resources with rules, you need to enable the resource recorder.
Resource evaluation is subject to the following rules:

e |f the resource recorder is disabled, no resources will be available for
evaluation. You can still view historical evaluation results.

e |f the resource recorder is enabled and a monitoring scope is configured, only
resources within the monitoring scope can be evaluated.

For details about how to enable and configure the resource recorder, see
Configuring the Resource Recorder.

Log in to the Config console as an organization administrator or an agency
administrator of Config.

Click — in the upper left corner. Under Management & Deployment, click

Config.

In the navigation pane on the left, choose Resource Compliance.

Select the Organization Rules tab and click Add Rule. Complete the basic
configurations and click Next.

Table 5-3 Parameters of the basic configuration

Parameter

Description

Policy Type

Select Built-in policy.

Built-in policies are provided by Config. You can select a built-in
policy to quickly add a rule. You can also search for a built-in
policy by policy name or tag.

Rule Name

By default, the predefined policy name is reused as the rule
name. A rule name must be unique.

A rule name can contain only digits, letters, underscores (_),
and hyphens (-).

Description

By default, the rule description is the same as the description of
the predefined policy. You can also customize the rule
description.

There are no restrictions on the rule description.

Step 5 On the displayed Configure Rule Parameters page, configure required
parameters and click Next.
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Table 5-4 Rule parameter description

Parameter

Description

Trigger Type

Specifies the conditions under which rules are triggered .
Trigger types are as follows:

e Configuration change: A rule is triggered when there is a
change in configuration of the resource.

e Periodic execution: A rule is triggered at a specific
frequency.

Filter Type

Specifies the resource scope.
Filter types are as follows:

e Specific resources: Resources of a specific type will be
evaluated.

e All resources: All resources from your account will be
evaluated.

This parameter is mandatory only when Trigger Type is set to
Configuration change.

Resource
Scope

If you set Filter Type to Specific resources, you need to specify
a resource scope.

e Service: The service to which a resource belongs.

e Resource type: The resource type of the corresponding
service.

e Region: The region where the resource is located.

This parameter is mandatory only when Trigger Type is set to
Configuration change.

Filter Scope

After you enable Filter Scope, you can filter resources by
resource ID or tag.

You can specify a specific resource for compliance evaluation.

This parameter is mandatory only when Trigger Type is set to
Configuration change.

Execute Every

Indicates how often a rule is triggered.

This parameter is mandatory only when Trigger Type is set to
Periodic execution.

Rule
Parameter

Parameters of a built-in policy.

For example, if you select the required-tag-check policy, you
need to specify a tag, so that resources that do not have the
tag will be determined as noncompliant.

Not all built-in policies require Configure Rule Parameters. For
example, the rule, volumes-encrypted-check, does not require
Configure Rule Parameters.
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Parameter Description

Destination Specifies where the organization rule will be deployed.

e Organization: A policy is deployed to all member accounts
in an organization.

e Current Account: A policy is deployed to the current
account.

When creating an organization rule, select Organization.

Excluded Member accounts to which organization rules will not be
Account deployed.

This parameter is only required when Destination is set to
Organization.

Step 6 Confirm rule information and click Submit.
L] NOTE
After you add a rule, the first evaluation is automatically triggered immediately.

--—-End

Triggering a Rule Evaluation

For details about how a member can trigger an organization rule, see Triggering
a Rule.

5.2.2 Viewing an Organization Rule

Scenario
You can view organization rules and their details.
This section consists of Viewing an Organization Rule and Viewing
Organization Rules Deployed to Member Accounts.
Viewing an Organization Rule
You can view details about a created organization rule.

Step 1 Log in to the management console.

Step 2 Click — in the upper left corner. Under Management & Deployment, click
Config.

Step 3 In the navigation pane on the left, choose Resource Compliance.

Step 4 Click the Organization Rules tab and then click the name of the rule you want to
view.

Step 5 On the left of the Rule Details page, view member accounts to which the
organization rule was deployed, the deployment status, and excluded accounts.
On the right of the page, view rule details.
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L] NOTE
Members in an organization can only view organization rules created by themselves.

--—-End

Viewing Organization Rules Deployed to Member Accounts

Step 1

Step 2

Step 3
Step 4

A deployed organization rule will be displayed in the rule list of each member
account in the organization. An organization rule can only be modified or deleted
with the account that was used to create it. Members can only trigger an
organization rule and view evaluation results.

Log in to the management console as an organization member.

Click = in the upper left corner. Under Management & Deployment, click
Config.

In the navigation pane on the left, choose Resource Compliance.
On the Rules tab, click an organization rule name in the rule list to view details.

The evaluation results are displayed on the left of the page, and the rule details
on the right of the page.

(11 NOTE

A deployed organization rule will be displayed in the rule list of every member in the
organization. The system automatically adds the Org field before the name of an
organization rule.

Members in an organization can only trigger organization rules and view evaluation results
and details. They cannot modify, disable, or delete an organization rule.

--—-End

5.2.3 Modifying an Organization Rule

Scenarios
After an organization rule is added, you can modify its name, description, and
parameters at any time.
{10 NOTE
The resource recorder must be enabled for adding, modifying, and triggering organization
rules. If the resource recorder is disabled, you can only view and delete organization rules.
Procedure
Step 1 Log in to the management console.
Step 2 Click — in the upper left corner. Under Management & Deployment, click
Config.
Step 3 In the navigation pane on the left, choose Resource Compliance.
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Step 4

Step 5
Step 6
Step 7

Click the Organization Rules tab. In the list, locate the rule and click Edit in the
Operation column.

On the Modify Rule page, modify the rule description and name and click Next.
Modify the rule parameters and click Next.
Confirm the rule modifications and click Submit.

--—-End

5.2.4 Deleting an Organization Rule

Scenarios

Procedure

Step 1

Step 2

Step 3
Step 4

Step 5

If you no longer need an organization rule, you can delete it.

Log in to the management console.

Click — in the upper left corner. Under Management & Deployment, click
Config.

In the navigation pane on the left, choose Resource Compliance.

Click the Organization Rules tab. In the list, locate the rule and click Delete in
the Operation column.

In the displayed dialog box, click OK.

After an organization rule is deleted, the rule will be automatically deleted from
each member account.

--—-End

(11 NOTE

You can also click a rule name in the Rules list to go to the Rule Details page. In the upper
right corner of the page, click Modify or Delete to manage the rule.

5.3 Viewing Noncompliant Resources

Scenarios

Procedure

Step 1

Step 2

You can view all noncompliant resources on the Non-Compliant Resources tab of
the Resource Compliance page.

Log in to the management console.

Click — in the upper left corner. Under Management & Deployment, click
Config.

2024-10-30

48



Config
User Guide

5 Resource Compliance

Step 3
Step 4

Step 5

In the navigation pane on the left, choose Resource Compliance.

Click Non-compliant Resources. All non-compliant resources from the current
account are displayed in a list.

Click a resource name to view resource overview.

Above the list, you can filter non-compliant resources with multiple search
options. You can also export the list.

--—-End

5.4 Compliance Rule Concepts

5.4.1 Policy

A policy is a logical expression used to evaluate resource compliance. It is part of a
compliance rule.

Policies are static. To make a policy work, you need to specify a resource scope.
A policy can be a JSON expression. Table 5-5 lists policy (JSON expression)

parameters.

Table 5-5 Policy parameters (JSON)

Parameter Description Remarks

id Policy ID N/A

name Policy name A policy name can contain up to 64
characters.

display_name | Display name of a | A policy display name can contain up to 64

policy characters.
description Policy description | Policy description can contain up to 512
characters.
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Parameter Description Remarks
parameters Policy parameters | The parameter names, such as name and
The following description contained in the compliance
attributes are policy remain unchanged.
used to describe e name indicates the name of a rule.
each pol|c¥ e description: supplementary information
parameter: of parameters
¢ hame e type: the type of parameters, which can
e description be String, Array, Boolean, Integer, or
o type Float.
e default value o default_value: Specifies the default
h value of parameters. If the parameter is
e allowed values specified, you can use it when you add a
e minimum rule.
e maximum e allowed_values: Specifies the list of
e min items values allowed by parameters. If the
o parameter is specified, you can only
¢ max_items select values from the list.
 min_length e Minimum value, which is valid when
e max_length type is set to Integer or Float.
e pattern e Maximum value, which is valid when
type is set to Integer or Float.
e Minimum items, which is valid when
type is set to Array.
e Maximum items, which is valid when
type is set to Array.
e Minimum string length, which is valid
when type is set to String or Array.
e Maximum string length, which is valid
when type is set to String or Array.
e Regular expression requirements, which
is valid when type is set to String or
Array.
keywords Policy keywords Generally, the name abbreviation of the
related product is used as a keyword.
policy_type builtin: indicates the type of policies that
are provided and maintained by Config.
policy_rule_ty | Policy syntax Domain Specific Language (DSL):
pe provided by Config to write policy
expressions.
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Parameter Description Remarks
trigger_type | Trigger type. e resource: runs when a specified resource
The options are as is changed.

follows: e period: specifies the frequency at which
a rule is triggered.

e resource
e period

default_resou | Resource type Most policies only apply to a limited scope

rce_types of resources. You are advised to use a rule

to only evaluate resource types in
default_resource_types.

The following is an example policy used to check whether specified images are
used for ECSs.

{
"id": "5fa265c0aaleb6afc05a0ff07",
"name": "allowed-images-by-id",
"description": "An ECS image is non-compliant if its ID is not within the specific image ID range.",
"parameters": {
"listOfAllowedImages": {
"name": "null",
"description": "The list of allowed image IDs",
"type": "Array"
"allowed_values": null,
"default_value": null,
}
By
"keywords": [
"ecs",

ms

1
"policy_type": "builtin",
"policy_rule_type": "dsl",
"trigger_type": "resource",
"policy_rule": {

"allof": [

"value": "${resource().provider}",
"comparator": "equals",
"pattern™: "ecs"

L

{

"value": "${resource().type}",

"comparator": "equals",

"pattern": "cloudservers"

L

{

"value": "${resource().properties.metadata.meteringlmageld}",

"comparator": "notln",
"pattern": "${parameters('listOfAllowedIimages')}"

5.4.2 Rule

A rule mainly consists of a policy and an applicable scope, for example, some
resources in a region.
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You can use a JSON expression to represent a rule, as shown in Table 5-6.

Table 5-6 Rule parameters (JSON)

about the rule.

Parameter Description Limitations Remarks
id Specifies the N/A N/A
unique ID of a
rule.
name Specifies the Its value must be a By default, the rule
rule name. string with up to 64 name is the same as
characters. the selected policy
name. You can
customize the rule
name.
You can set a name
of up to 64
characters.
description Specifies Its value must be a By default, the rule
supplementary | string with up to 512 | description is the
information characters. same as the

description of the
selected policy. You
can customize the
rule description.

You can set the
description of up to
512 characters.

period Specifies how N/A
often the rule is
executed.

Possible values are:
e One_Hour

e Three_Hours

e Six_Hours

e Twelve Hours

e TwentyFour_Hour
S
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Parameter

Description

Limitations

Remarks

policy_filter

Specifies the
rule filter, which
is used to filter
the resources
that will be
evaluated by
this rule.

A filter has the
following
properties:

e region_id:
Specifies the
region ID.

e resource_pr
ovider:
Specifies the
service.

e resource_ty
pe: Specifies
the resource
type of the
service.

e resource_id:
Specifies the
resource ID.

e tag_key:
Specifies the
resource tag
key.

e tag_value:
Specifies the
resource tag
value.

policy_filter: The
value must be an
object.

e region_id: Its value
must be a string
with up to 128
characters. Only
letters, digits, and
hyphens (-) are
allowed.

e resource_provider:
Its value must be a
string with up to
128 characters.
Only letters and
digits are allowed.

e resource_type: Its
value must be a
string with up to
128 characters.
Only letters and
digits are allowed.

e resource_id: Its
value must be a
string with up to
256 characters.

e tag_key: Its value
must be a string
with up to 128
characters.

e tag_value: Its value
must be a string
with up to 256
characters.

NOTE
resource_provider is
used to determine the
filter type (Specific
resources or All
resources).

o |f
resource_provider
exists in
policy_filter, the
filter type is
Specific resources.

o |f
resource_provider
does not exist in
policy filter, the
filter type is All
resources.

Therefore, no separate
filter type property is
set in policy_filter.

state

Specifies the
rule status.

N/A

Possible values are:

e Enabled: The rule
is available.

e Disabled: The rule
is disabled.

e Evaluating: The
rule is being used
for resource
compliance
evaluation.
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Parameter Description Limitations Remarks
created Specifies the N/A NOTE
time when the The time is a UTC time
rule was in a fixed format
complying with
created. ISO-8601 (for example,
updated Specifies the N/A )2.018-11-141-08'59'142
time when the
rule was
updated.
policy_defini | Specifies the ID | Its value must be a Policy ID
tion_id of the string with up to 64
compliance characters. Only
policy bound to | letters, digits, and
the rule. hyphens (-) are
allowed.
parameters | Specifies the parameters: The The compliance
values of rule value must be an policy bound to the
parameters. object. rule has
e key: The value corresponding
must be a string parameters. The
including only number, type, and
letters and value range of those
numbers. If the parameters depend
policy type of the on thg selected‘
rule is Custom compliance policy.
policy, the value
can have up to
1,024 characters.
e value: The value
must be an object,
and the value
restrictions vary
depending on the
parameter type.
tags Tags added to a | - e A tag key can
rule contain up to 128
Unicode
characters.
e A tag value can
contain up to 255
Unicode
characters.
created_by The creator of a | - A rule can be created

rule

by a user or a service
with the required
service-link agency.
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(11 NOTE

You cannot create a rule to evaluate another rule or a conformance package.

The following shows a predefined policy that is used to check whether ECSs in
regionid_1 have a specific tag (env: production).

"id": "5fcd8696dfb78231e6f2f899",
"name": "required-tag-check",

"description": "A resource is non-compliant if it does not contain the specific tag.",

"policy_filter": {
"region_id": "regionid_1",
"resource_provider": "ecs",
"resource_type": "cloudservers",
"tag_key": "env",
"tag_value": "production”
%,
"period": null,
"state": "Enabled",
"created": "2020-12-07T01:34:14.266Z",
"updated": "2020-12-07T01:34:14.266Z",
"policy_definition_id": "5fa9f89b6eed194ccb2c04db",
"parameters": {
"specifiedTagKey": {
"value": "a" },
"specifiedTagValue": {
"value": []
}
}
"tags™ [1,
"created_by": "custom"

}

5.4.3 Evaluation Results

After an evaluation is triggered, the corresponding evaluation result (PolicyState)

will be generated.

You can use a JSON expression to represent an evaluation result, as shown in

Table 5-7.

Table 5-7 Evaluation result in JSON

Parameter Description Remarks
domain_id Account ID This parameter is used to distinguish
users. domain_id will be provided in
each evaluation result.
resource_id Specifies the ID of N/A
the evaluated
resource.
resource_name Specifies the service | N/A
type.
resource_provider | Specifies the service | N/A
the resource
belongs to.
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Parameter

Description

Remarks

resource_type

Specifies the
resource type.

N/A

trigger_type

Trigger type

Possible values are:
e resource
e period

compliance_state

Specifies the
evaluation result.

Possible values are:
e Compliant
e NonCompliant

policy_assignment | Rule ID N/A

_id

policy_definition_i | Specifies the ID of N/A

d the policy used for
evaluation.

evaluation_time Specifies the N/A

evaluation
timestamp.

The following JSON expression shows a non-compliant evaluation result:

{

"domain_id": "domainidforpolicy",

"resource_id": "special-ecs1-with-public-ip-with-tag",
"resource_name": "ecs1-with-public-ip-with-tag",
"resource_provider": "ecs",

"resource_type": "cloudservers",

"trigger_type": "resource",

"compliance_state": "NonCompliant",

"policy_assignment_id": "5fa9f8a2501013093a192b07",
"policy_definition_id": "5fa9f8a2501013093a192b06",

"evaluation_time": 1604974757084
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Conformance Packages

6.1 Overview

Functions

A conformance package is a collection of rules. With conformance packages, you
can evaluate resource compliance using multiple rules at the same time and
centrally query conformance data.

After a conformance package is created, the compliance rules included will be
displayed in the rule list. These rules cannot be updated, disabled, or deleted
separately. They can only be deleted together with the conformance package.

If you are an organization administrator or a delegated administrator of Config,
you can add organization conformance packages and then deploy organization
conformance packages to all member accounts in your organization.

Constraints and Limitation

Concepts

e Up to 50 conformance packages (including organization conformance
packages) and 500 rules can be created in an account.

e The resource recorder must be enabled before you create a conformance
package. Config only evaluates resources that are recorded by the resource
recorder.

Sample template

Sample templates are provided by Config for you to quickly create conformance
packages quickly. Sample templates are scenario-based with appropriate
compliance rules and parameters.

Pre-defined conformance package:

A pre-defined conformance package is created using a sample template. To deploy
a pre-defined conformance package, you only need to configure a few parameters.

Custom conformance package:
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A custom conformance package is created using a custom template. You can
include both predefined and custom rules in a custom template. When you deploy
a conformance package, you can upload a package template or use a package
template stored in an OBS bucket. A custom template must be a JSON file. Other
file formats, such as tf or zip, are not supported.

Compliance data

Compliance data is the results of resource compliance evaluation against a
conformance package. Conformance data includes the following:

e Evaluation results for a conformance package: All rules in the conformance
package are used for resource evaluation. If a resource is found to be
noncompliant by any of the rules in the package, the evaluation result is
noncompliant. If all resources are compliant, the evaluation result is
compliant.

e Evaluation results for a rule: Each rule in the conformance package has an
evaluation result. If a resource is found to be noncompliant, the result is
noncompliant. If all resources are compliant, the result is compliant.

e Compliance score: The percentage of resources that are evaluated as
compliant by a conformance package. A compliance score of 100 indicates
that all resources evaluated are compliant. A score of 0 indicates that all
resources evaluated are noncompliant.

Figure 6-1 Compliance score formula:

Z Rules Compliant resource count

Score = X 100%

Z Total resource count
Rules

Stack:

A stack allows a rule to be created or deleted in a conformance package. .
Status

When you deploy a conformance package, the package may be in the status of:

e Deployed: A conformance package has been deployed.
e Deploying: A conformance package is being deployed.
e Abnormal: Conformance package deployment failed.

e Rolled back: Some rules in a conformance package failed to be created and
were rolled back, and other created rules were deleted.

e Rolling back: Some rules in a conformance package failed to be created and
were rolled back, and other created rules were being deleted.

e Rollback failed: Some rules in a conformance package failed to be created
and to be rolled back. You can access RFS to check out the reasons.

e Deleting: Rules in a conformance package and the package are being deleted.
e  Exception: Deleting a conformance package failed.
e Updated: A compliance package is updated.
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e Updating: A compliance package is being updated.
e Updating: A compliance package update is in progress.

Authorization

Config rules are created and deleted using stacks of RFS. To deploy a conformance
package, a corresponding agency needs to be created for RFS.

e Quick authorization: This option creates the rms_conformance_pack_agency
agency for RFS to create and delete a conformance package and to create,
update and delete rules in a conformance package.

e Custom authorization: You can create an agency and perform custom
authorization through IAM. The agency must contain required permissions for
RFS to create, update, and delete rules..

6.2 Conformance Packages

6.2.1 Creating a Conformance Package

Scenarios

A conformance package is a collection of compliance rules. The conformance
package is compliance-scenario-based. You can use a sample or custom template
to create a conformance package.

After a conformance package is created, the first evaluation using rules in the
package will be automatically triggered. More evaluations will be triggered based
on the specified trigger type of each rule. You can also manually trigger a rule for
resource evaluation.

Constraints and Limitation

Procedure
Step 1

Step 2

Step 3
Step 4
Step 5

e Up to 50 conformance packages (including organization conformance
packages) and 500 rules can be created in an account.

e To create or modify a conformance package, the resource recorder must be
enabled. If the resource recorder is disabled, you can only view or delete
conformance packages. For details, see Configuring the Resource Recorder.

Log in to the management console.

Click — in the upper left corner. Under Management & Deployment, click
Config.

On the left navigation pane, choose Conformance Package.
Click Create Conformance Package.

On the Select Template page, select a sample template, upload a local template,
or enter an OBS URL, and click Next.

e Sample template: templates provided by Config. You can select a sample
template from the dropdown list.
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e Local template: Templates uploaded locally. You can create a custom template
and upload the template.

The template must be a JSON file with the name extension: .tf,json.

e  OBS bucket: The location of the OBS bucket that stores the custom
conformance package template. If your local template file exceeds 50 KB,
upload it to an OBS bucket and enter the OBS URL when you need to select a
package template.

(10 NOTE

The OBS URL specifies the location of an object stored in an OBS bucket. To obtain an
OBS URL on the OBS console, you need to locate the object and choose More > Copy
Object URL in the Operation column on the Objects page.

Step 6 On the Configure Detailed Information page, configure required parameters and

click Next.

Table 6-1 Package parameters

Parameter

Description

Name

Conformance package name. A conformance package name is
customized and must be unique.

The name can contain letters, numbers, underscores (_), and
hyphens (-) and cannot exceed 64 characters.

Authorization

The authorization is to grant RFS required permissions to
create, update, and delete individual rules, and allow the stacks
of RFS to create and delete rules in a conformance package.

e Quick granting: This option creates an agency named
rms_conformance_pack_agency for RFS to create, update,
and delete rules and to create and delete conformance
packages.

e Custom granting: You can create an agency and perform
custom authorization through IAM. The agency must
contain required permissions for RFS to create, update, or
delete rules.

Parameters

Parameters of a conformance package are consistent with rules
in the package.

Step 7 On the confirm information page, confirm configuration and click OK.

(10 NOTE

After a conformance package is created or updated, an evaluation will be automatically

triggered.
----End
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6.2.2 Viewing Conformance Packages and Compliance Data

Scenarios

You can view all conformance packages created and their details. You can also set
search options to filter conformance packages.

Procedure

Step 1 Log in to the management console.

Step 2 Click — in the upper left corner. Under Management & Deployment, click
Config.

Step 3 On the left navigation pane, choose Conformance Package.

Step 4 View all the conformance packages created and their details, such as evaluation
results, compliance scores, and status.

Step 5 Locate a target package and click the package name to go to the details page.

On the details page, view package basic information, configurations, rules
included, and the evaluation result of each rule.

Locate a target rule and click the rule name to go to the details page. Non-
compliant resources evaluated using the rule are displayed by default.

(11 NOTE

A conformance package may be in a status of:

e Deployed: A conformance package has been deployed.
e Deploying: A conformance package is being deployed.
e Abnormal: Conformance package deployment failed.

e Rolled back: Some rules in a conformance package failed to be created and were rolled
back, and other created rules were deleted.

e Rolling back: Some rules in a conformance package failed to be created and were rolled
back, and other created rules were being deleted.

e Rollback failed: Some rules in a conformance package failed to be created and to be
rolled back. You can access RFS to check out the reasons.

e Deleting: Rules in a conformance package and the package are being deleted.
e Exception: Deleting a conformance package failed.

e Updated: A compliance package is updated.

e Updating: A compliance package is being updated.

e Updating: A compliance package update is in progress.

--—-End

6.2.3 Modifying a Conformance Package

Scenario

This section describes how to modify or update a conformance package.
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Procedure

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

L] NOTE
To create or modify a conformance package, the resource recorder must be enabled. If the

resource recorder is disabled, you can only view or delete conformance packages. For
details, see Configuring the Resource Recorder.

Log in to the management console.

Click — in the upper left corner. Under Management & Deployment, click
Config.

On the left navigation pane, choose Conformance Package.

Locate a target conformance package and click Edit in the Operation column to
go the Edit Conformance Package page.

Click Next. Currently, conformance package templates do not support
modification.

Edit Conformance Package Name and Conformance Package Parameters and
click Next.

On the Confirm Configurations page, confirm the information and click OK.
A conformance package will be re-deployed after it is modified.

--—-End

6.2.4 Deleting a Conformance Package

Scenario

Procedure

Step 1

Step 2

Step 3
Step 4
Step 5

If you do not need a conformance package any longer, you can follow the
procedure below to delete it.

Log in to the management console.

Click = in the upper left corner. Under Management & Deployment, click
Config.

On the left navigation pane, choose Conformance Package.
Locate a target package and click Delete in the Operation column.
In the displayed dialog box, click OK.

After a conformance package is deleted, the rules included are also automatically
deleted from the list.

--—-End
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6.3 Organization Conformance Packages

6.3.1 Creating an Organization Conformance Package

Scenario

If you are an organization administrator or a delegated administrator of Config,
you can add organization conformance packages and deploy these packages to all
member accounts in your organization.

Each member can view organization packages that are deployed to their accounts
in the conformance package list. If you create an organization conformance
package using an account, you can only use the same account to delete the
package. Members can only initiate resource evaluation and view evaluation
results.

After an organization conformance package is created, your resources are
evaluated against the rules in the package by default. Evaluations will continue to
be initiated each time the package is triggered. You can also trigger evaluation
against a single rule in the rule list page.

Restrictions and Limitations

Procedure
Step 1

Step 2

Step 3
Step 4

Step 5

e Up to 50 conformance packages (including organization conformance
packages) and 500 rules can be created in an account.

e To create or modify an organization conformance package, the resource
recorder must be enabled. If the resource recorder is disabled, you can only

view or delete organization conformance packages. For details, see
Configuring the Resource Recorder.

e The Organization Conformance Package tab is inaccessible for non-
organization members on Config console.

Log in to the Config console as an organization administrator or an agency
administrator of Config.

Click — in the upper left corner. Under Management & Deployment, click
Config.

On the left navigation pane, choose Conformance Package.

Select the Organization Conformance Package tab and click Create
Organization Conformance Package.

On the Select Template page, select a sample template, upload a local template,
or enter an OBS template URL, and click Next.

e Sample template: templates provided by Config. You can select a sample
template from the dropdown list.

e Local template: Templates uploaded locally. You can create a custom template
and upload the template.
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The template must be a JSON file with the name extension: .tf.json.

e  OBS bucket: The location of the OBS bucket that stores the custom
conformance package template. If your local template file exceeds 50 KB,
upload it to an OBS bucket and enter the OBS URL when you need to select a
package template.

(10 NOTE

The OBS URL specifies the location of an object stored in an OBS bucket. To obtain an
OBS URL on the OBS console, you need to locate the object and choose More > Copy
Object URL in the Operation column on the Objects page.

Step 6 Configure detailed information and click Next.

Table 6-2 Detailed information

Parameter

Description

Name

The name of an organization conformance package. An
organization conformance package name is customized and
must be unique.

The name can contain letters, numbers, underscores (), and
hyphens (-) and cannot exceed 64 characters.

Parameters

Parameters of an organization conformance package are
consistent with rules in the package.

Destination

Specifies where an organization conformance package will be
deployed.

e Organization indicates that a conformance package will be
deployed to all members in a specified organization.

e Current Account indicates that a conformance package will
be deployed to the current account.

When creating an organization conformance package, select
Organization.

Excluded
Account

Member accounts to which organization conformance packages
will not be deployed.

This parameter is only required when Destination is set to
Organization.

Step 7 On the confirm information page, confirm configuration and click OK.

(11 NOTE

After an organization conformance package is created or updated, an evaluation will be
automatically triggered.

--—-End
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6.3.2 Viewing an Organization Conformance Package

Scenario

An organization administrator or a delegated administrator of Config can only
view organization conformance packages created by themselves.

Each member can view organization packages that are deployed to their accounts
in the conformance package list. If you create an organization conformance
package using an account, you can only use the same account to delete the
package. Members can only initiate resource evaluation and view evaluation
results.

This section mainly contains Viewing an Organization Conformance Package
(for Administrators) and Viewing an Organization Conformance Package (for
Organization Members).

Viewing an Organization Conformance Package (for Administrators)

Step 1 Log in to the management console as an organization administrator or a
delegated administrator of Config.

Step 2 Click — in the upper left corner. Under Management & Deployment, click
Config.

Step 3 On the left navigation pane, choose Conformance Package.

Step 4 Select the Organization Conformance Package tab to view all created
organization conformance packages and their deployment statuses.

Step 5 Click the name of a target organization conformance package to view details.

On the left, view deployed and excluded member accounts. On the right, view
package details.

(1 NOTE

The deployment status of an organization conformance package may be:
e Deployed: A conformance package has been deployed.

e Deploying: A conformance package is being deployed.

e Abnormal: Conformance package deployment failed.

e Rolled back: Some rules in a conformance package failed to be created and were rolled
back, and other created rules were deleted.

e Rolling back: Some rules in a conformance package failed to be created and were rolled
back, and other created rules were being deleted.

e Rollback failed: Some rules in a conformance package failed to be created and to be
rolled back. You can access RFS to check out the reasons.

e Deleting: Rules in a conformance package and the package are being deleted.
e Exception: Deleting a conformance package failed.

e Updated: A compliance package is updated.

e Updating: A compliance package is being updated.

e Updating: A compliance package update is in progress.

--—-End
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Viewing an Organization Conformance Package (for Organization Members)

Step 1 Log in to the management console as an organization member.

Step 2 Click — in the upper left corner. Under Management & Deployment, click
Config.

Step 3 On the left navigation pane, choose Conformance Package.

Step 4 On the Conformance Packages tab, click the name of a target organization
conformance package in the list to view details.

On the details page, view package basic information, configurations, rules
included, and the evaluation result of each rule.

Locate a target rule and click the rule name to go to the details page. Non-
compliant resources evaluated using the rule are displayed by default.

(1 NOTE

A deployed organization conformance package will be displayed in the rule list of every
member in the organization. The system automatically adds the Org field before the name
of an organization conformance package.

Members can only trigger rules in an organization conformance package and view the
evaluation results. They cannot delete an organization conformance package.

--—-End

6.3.3 Modifying an Organization Conformance Package

Scenario

You can modify the name or parameters of an organization conformance package
at any time. If you fail to deploy an organization conformance package to some
members in your organization, you can include these accounts in the Excluded
Account area and then redeploy the package.

(11 NOTE

To create or modify an organization conformance package, the resource recorder must be
enabled. If the resource recorder is disabled, you can only view or delete organization
conformance packages. For details, see Configuring the Resource Recorder.

Procedure

Step 1 Log in to the management console as an organization administrator or a
delegated administrator of Config.

Step 2 Click — in the upper left corner. Under Management & Deployment, click
Config.

Step 3 On the left navigation pane, choose Conformance Package.

Step 4 Select the Organizational Conformance Package tab. In the list, locate a target
package and click Edit in the Operation column.
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Step 5

Step 6

Step 7

In the Edit Organization Conformance Package page, click Next. Currently,
conformance package templates do not support modification.

Edit Conformance Package Name and Conformance Package Parameters and
click Next.

On the Confirm Configurations page, confirm the information and click OK.

An organization conformance package will 